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DON’T PAY A HIGH PRICE —
PROTECT YOURSELF

C

riminals are coming up with
increasingly sophisticated ways

to separate you from your money. And if
they can’t steal your money directly, they’ll
try to take your identity, at least temporarily,
to get to your money or your payment cards
(for example, credit cards or debit cards).
The growth of the Internet, and the ability
to reach millions of potential victims via
e-mail at virtually no expense, has given
new life to some of the oldest scams.
The key to fighting fraud is staying
informed and knowing what to look for.
If you follow these suggestions, you will
learn how to spot fraud, stop it, and protect
your finances. And if you still become a
victim of fraud, this pamphlet provides
information to help you act quickly.
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POPULAR CATEGORIES
OF SCAMS

Additional scam protections
■

Only provide your payment card number or other
sensitive financial information to a business or
charity you have contacted. Never give any such
information to a “cold caller.”

■

If you have never heard of the company or charity
contacting you, stay on guard. You can check prior
complaints about a company by contacting your
state attorney general’s office, consumer protection
agency, or the Better Business Bureau.

■

Refuse any “prize” or sweepstakes “win” requiring
advance purchase.

■

If you want a payment card, deal directly with a
financial institution. There’s no reason to pay a third
party. If you have problems with your credit history,
many issuers offer secure cards where the credit
limit is equal to a customer deposit.

■

No one can magically erase a bad credit report.
Legitimate negative information can stay on your
report for up to seven years.

■

Never dial unfamiliar “900” or international
numbers you don’t know. You could wind up with
a huge phone bill.

■

Don’t answer “yes” to prompts on telephone calls
unless you are familiar with the company.

Enterprising con artists use a variety of ways to dupe
innocent consumers. Some of the most popular are:
■

Phony sweepstakes or counterfeit charities

■

Work-at-home offers promising easy money

■

Phony payment card, credit protection, or credit
repair offers

■

Pyramid schemes (where early “investors” get paid
off with other people’s money)

■

Cut-rate travel or discount magazine offers

■

Scholarship scams

To stop a scam cold,
keep control
Many scam artists try to coerce potential victims into
making snap decisions. Resist the pressure to “buy
now.” Take your time to think about the offer. If it’s a
telemarketing call, demand information in writing.
Most important, don’t give out your payment card,
Social Security number, and/or bank account
information until you have reviewed all of the
information. And feel free to firmly say “no” and hang
up if you are uninterested in a telemarketing offer.

2

FIRMLY SAY
“NO” IF YOU ARE
NOT INTERESTED IN
A TELEMARKETING
OFFER, THEN
HANG UP.

3

ONLINE
WARNING SIGNS

If you or a loved one becomes
a victim, don’t stay silent
Scam operators depend on the embarrassment and
silence of victims to stay in business. If you are the
victim of a scam — or think someone has tried
scamming you — take action.
Report any suspicious
activity to the office of
your state’s attorney
general. You can find the
local office in the “blue
pages” of your phone
book or by going online
to www.naag.org.

REPORT ANY
SUSPICIOUS ACTIVITY
TO THE OFFICE OF
YOUR STATE’S
ATTORNEY GENERAL.

Older family members or friends can sometimes be
more vulnerable to scams. Help protect them against
fraud and help them to report any fraudulent activity.
You can also find more information about protecting
yourself from scams on the Federal Trade Commission
website at www.ftc.gov. To stay up to date on the latest
schemes and scams, visit www.fraud.org.

How to keep your online
shopping ”on the money”
The Internet has made it possible to do your holiday
and other shopping anytime you want. In most cases,
these purchases are completed with a payment card that
offers security and dispute resolution features that you
can’t get with checks or cash.

Safeguarding
your
information
online

Is that online merchant
legitimate? Look for these
warning signs...
☛ The merchant doesn’t
have its own domain

Check the security:
name (companyname.com),
If you make an online
but instead is using a free
purchase with a payment
website service
card or provide other
☛ There’s no telephone
personal information,
number, physical mailing
make sure this data is
address, or other contact
encrypted. This means
information
your information is
☛ The website has broken
translated into a code that
images or links or is
only the particular site
poorly designed
can access. Most Web
browsers display special
☛ The sales, privacy, and
symbols, usually a
return policies are vague
padlock or key, in the
corner of your browser window to indicate encrypted
sites. Be sure your browser’s padlock is closed or key is
active before you order.
Read privacy policies: An online privacy policy is
how the seller discloses what happens to the
information you provide. If the website simply issues a
disclaimer, or reserves the right to determine what
happens to your information, be very careful. If you are
not comfortable with the terms or limits of the privacy
policy, rethink ordering.

Despite these protections, it is always important to do
business with reputable, established online merchants.
Unfortunately, the Internet makes it easy for anyone to
“set up shop” at little to no cost. Some merchants may
just want to sell you inferior merchandise. Others may
want your payment card number for their own purposes.
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Don’t send vital information in an e-mail: Unless
your e-mail program is encrypted (and most aren’t),
any information sent via e-mail isn’t secure. This means
your payment card numbers, passwords and other key
data can more easily get into the wrong hands.
Keep online passwords secure: For your convenience,
many online merchants let you securely store personal
information so you don’t have to retype your address or
payment card number. Accessing this information
requires a password, which you create. Treat those
passwords just as you would your Personal
Identification Number (PIN) for your telephone calling
cards or payment cards. Memorize them, or write them
down and keep them in a safe place. Never disclose them.

Record your purchases: A reputable online merchant
usually provides a receipt with an order number and
often tracking information too. Write it down or print it
out before going offline. If you don’t receive your
order, having the order number is your best protection
for resolving the problem with the merchant. If you
shop online frequently, organized records will help you
spot any unauthorized transactions on your statement.
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A WORD ABOUT
INTERNET AUCTIONS
Internet auction sales have boomed, bringing together
individual sellers and buyers like never before. While
many people who sell online are truthful, the very
nature of Internet auctions increases the potential for
fraud. If you enjoy bidding online, protect yourself
with these guidelines.
■

Before you bid, read the site’s policy. Most sites
have extensive information to describe your legal
rights if you have problems with a seller.

■

Check the seller’s feedback and rating on the site.
If it is positive (and if the seller has done multiple
transactions), you can be relatively confident that
you will get what was described on the site.

■

If a seller says you have to send a certified check,
money order, or cash, think twice. If something
goes wrong, getting your money back will be
difficult.

■

Whenever possible, use a payment card or consider
one of the payment card–based third party payment
services.

■

If someone offers expensive products at rockbottom prices, watch out. If a brand-new computer
that would normally cost $3,000 is going for $200
on an auction site, you should question whether
there’s an opportunity for fraud.
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IF FRAUD HAPPENS,
DON’T PANIC.
BUT ACT QUICKLY
If you have used a payment card, rather than cash or a
check, you have strong protections in place if
unauthorized charges are made. But to limit the damage
— to your wallet and your credit rating — you need to
move quickly.

How to know if you’re
vulnerable

pay for those charges.* (Hint: If you don’t have the
800 numbers and account numbers for all your cards
written down and in a safe place, do so today.)
2. Follow up with your card issuer(s) in writing.
Send a letter asking that a “fraud alert” be put on
your account. (This distinguishes that you are
reporting fraud, not just a billing error.) Also ask
them to add a “victim’s statement” to your file so
creditors will contact you before opening any new
accounts in your name. (Note: Sometimes these
alerts and statements will only be kept on your file
for 60–90 days unless you request a longer period.)

Sometimes, it’s easy to know. You might lose your
wallet or have it stolen. You might accidentally leave a
credit card or debit card after a purchase. Or you could
get a message from an online merchant that someone
has broken into its database. In those cases, you need to
take immediate action.
Other times, it’s harder to know if you are vulnerable.
You might see charges you don’t recall on your
monthly credit card statement. Or your checking
account balance seems lower. Or debt collectors begin
calling you. Don’t just assume you, or the bank, has
made a mistake. Act fast to prevent further damage.

Four steps to quick protection
If you know your payment card or other personal
information has been used fraudulently, take the
following four steps immediately:
1. Call your card issuer(s) via their 800 number.
Reporting a lost or stolen card immediately can
reduce your liability. If you have a U.S.-issued
MasterCard consumer payment card, the “Zero
Liability” policy usually removes your obligation to

3. Contact the three national credit bureaus in
writing. Ask them to also put a “fraud alert” on your
credit report and send you a copy of your credit file.
If you see any additional fraudulent activity on your
accounts, close them immediately and report the
activity to the proper authorities.
4. File a police report. Make sure to request a copy
of the police report for your records. If you need
to show proof in the future that you have been a
victim of theft or fraud, this report will ensure you
have an official record.
And be sure to keep a copy of all your correspondence
with authorities, issuers, and credit bureaus for further
protection.

* “Zero Liability” does not apply to commercial cards or PIN-based
transactions not processed by MasterCard.
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CHECKING YOUR CREDIT
REPORT FOR FRAUD
ACTIVITY
Your credit report lists all loans and credit cards in your
name and how well you repay these debts. This credit
history also shows the people and organizations
requesting your report within the past six months. It is
recommended that you check your credit history at
least once annually to see what is being reported
about you. Reviewing your report can also help alert
you to fraudulent activities, such as accounts that may
have been opened in your name without your
knowledge or activity on accounts that you thought
were closed. Contact the credit bureaus in writing
requesting an investigation if you spot inaccurate or
suspicious entries.
For a small fee, you can obtain a copy of your credit
report from a credit bureau listed below.
☛ Equifax Credit Information Services, Inc.

P.O. Box 740241
Atlanta, GA 30374
1-800-685-1111
www.equifax.com
☛ Experian Information Solutions, Inc.

P.O. Box 2002
Allen, TX 75013
1-888-397-3742
www.experian.com
☛ TransUnion LLC

P.O. Box 1000
Chester, PA 19022
1-800-888-4213
www.transunion.com

Protecting yourself
for the long term
Once you have filed written reports with the police, your
card issuers, and the credit bureaus, be sure to take these
additional steps to protect yourself against future fraud.

Find out what other forms your card issuer needs.
Some may have their own form that must be filled out.
Many others will accept the ID Theft Affidavit,
developed by financial services companies, consumer
groups, and the Federal Trade Commission (FTC). This
form can either be downloaded from your issuer’s
website, or from the FTC at www.ftc.gov. You can also
call the FTC at 1-888-ID-THEFT (1-877-438-4338).
Send the completed form by certified mail. Whether
it’s a company-specific form or the ID Theft Affidavit,
send it certified mail, return receipt requested, to each
issuer. Include copies (never originals) of any
supporting documents, such as your police report or
your disputed credit charges. After an investigation, the
issuer will send you a written report of the results.
Contact the FTC. It maintains the Identify Theft
Clearinghouse, a national complaint database, as well
as publishing a useful pamphlet called ID Theft: When
Bad Things Happen to Your Good Name. You can learn
more by visiting www.consumer.gov/idtheft or by
calling toll free 1-888-ID-THEFT (1-877-438-4338).
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CONSIDER A PAPER
SHREDDER AND A
LOCKING MAILBOX.

Keep in touch with
the credit bureaus.
After you have contacted
the credit bureaus in
writing with supporting
documentation and the
affidavit, keep in touch.
By law, they must all
complete an investigation
within 30–45 days. If
they confirm you are a
fraud victim, the credit
bureau must correct your
file and provide you with
a free updated copy of
your credit report.

During spring cleaning it’s
easy to simply throw away
last year’s credit card or bank
statements and other
outdated papers that include
your personal or financial
information. Don’t do it.
Some enterprising identity
thieves have been known to
go through the trash seeking
account data and Social
Security numbers. With an
inexpensive paper shredder,
you can turn those
statements into confetti.
Also shred credit card offers

Pay attention to your
statement. Keep an eye
out for unauthorized
charges. And if your
statement doesn’t arrive
at the usual time, call
your issuer immediately.
A thief may have
changed your address
on the account.

that you have declined. And
for maximum safety, get a
locking mailbox to thwart
criminals who steal credit
card statements and
solicitations out of
mailboxes.

Get updated credit reports. By requesting copies
every few months, you will know for certain if there
have been additional fraudulent activities on your
account.

12

